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Keith Squires
Back in 2012, Keith Squires of the Utah Department of Public Safety received some troubling news from the state’s
technology director.
More and more cyber attacks were hitting Utah and some of them were beginning to get personal. A series of
breaches began from 2009. The state Department of Finance website was penetrated at an initial loss of $2.5
million (all but $300,000 eventually recovered), state health department data had been swiped and state lawmaker
was targeted by an internationally known hacking collective after she introduced a bill aimed at curbing gang graffiti.
“To think that someone who was doing their public duty as a state legislator would be harassed and intimidated,
essentially blackmailed, to get her to withdraw the bill was one of those things that brought to mind need for more
effort to investigate people involved in cyber-crime,” said Squires, now the Commissioner of the state’s Public Safety
Department.
What eventually resulted was a state-federal collaboration focusing on cyber crimes that is being replicated across
the country. Utah and the FBI worked together in investigating crimes that may not reach the monetary threshold for
federal agents to investigate as well as crimes the state may need assistance with because they cross multiple
jurisdictions.
Squires discussed the program during a presentation to the Executive Leaders Program in May.
With no extra resources Squires put together teamed criminal investigators with technology services specialists
devoted to protecting the state’s databases against all types of attacks. By the end of the year the team’s success
had earned it funding from the Legislature – three investigators and two cyber analyst positions were authorized.
During that time, though, Utah officials realized avenues to cooperation were limited.
“As we worked cases in Utah, we were able to see that the perpetrators were also committing crimes against other
agencies in other parts of the country,” Squires said. “It was difficult to connect because there weren’t counterparts
in those areas with expertise in cyber-crime enforcement.”
Squires’ department addressed that conundrum on two fronts. On the state front, Utah convened a conference call
with peers from the Association of State Criminal Investigative Agencies  (ASCIA) with 21 states participating to
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discuss how states can better attack cyber crimes. That was followed with a symposium hosted in Utah with 38
states, FBI and DHS discussing ways to cooperate in these types of investigations.
In the meantime, Squires met with then-Deputy Director of the FBI, Sean Joyce, and briefed him on how Utah was
combating cyber crime. That meeting was the genesis of Operation Wellspring, which partners the Utah Department
of Public Safety, the FBI’s Salt Lake City field office and the bureau’s Internet Crime Complaint Center (IC3). The
latter operates a website where consumers report cyber-crimes.
IC3 fills the information gap between thresholds for state or federal domain over an investigation. It provides link
analysis showing relationships between suspects and various victims in multiple jurisdictions, Squires said.
“Having victims and law enforcement agencies report cybercrimes to IC3 through their website at www.ic3.gov is
essential to the process and success of future investigations nationwide,” Squires noted in an article in Police Chief
magazine  http://www.policechiefmagazine.org/magazine/index.cfm?
fuseaction=display&article_id=3268&issue_id=22014
The State of Utah program fully embedded its team with FBI peers who provided training to state investigators from
the Bureau as well from the Secret Service.  “An added benefit is they are working side by side with federal agents
experienced in working these cases, so there is a mentoring process that is also taking place,” Squires said.
The collaborative approach addresses the challenges of having victims in one or more states with perpetrators
sitting in an entirely different part of the globe. For example, during a 2014 cyber-fraud case Utah investigators and
FBI agents found the culprits to be living in Africa. The investigation led to cooperation with the Nigerian National
Police Force and resulted in arrests. A commander from the Nigerian Police later traveled to Utah and spent two
weeks working with the team to build the interagency relationship and identify effective ways to cooperate on future
investigations.
A 2009 CHDS master’s degree graduate, Squires commended the Center’s curriculum and fellow students for
finding innovative approaches to new types of crimes, citing in particular the Technology for Homeland Security
course taught by Dr. Richard Bergin.
“When I went through the master’s program I was exposed to the increasing cyber-crime threat taking place,” he
said. “Having a better understanding of the issue from the course is why I was in tune to what was happening in my
state and how we could partner and collaborate to reduce cyber-crime impacting our state, its residents and its
businesses.”
See a recent video interview with Keith: Countering the Cyber-Attack, a case-study
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